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DETAILED ACTION 

1. This action is responsive to restriction election received on Feb. 4, 2005. Claims 
1-26 and 28-29 were elected with traverse. 

Election/Restrictions 

2. Applicant's election with traverse of claims 1-26 and 28-29 in the reply filed on 
Feb. 4, 2005 is acknowledged. The traversal is on the ground(s) that 1) the search for 
all the groups will be the same; 2) examination of additional all the groups can be done 
without additional burden on the examiner. This is not found persuasive because the 
subcombinations have distinct functionalities that are not required by separate 
subcombinations. In the instant case, invention II has separate utility such as sharing 
buffer that stores code for a distributed based security address space and invention III 
has separate utility such as selective transmission of packets to protocol drivers. 

The requirement is still deemed proper and is therefore made FINAL. 

Claim Rejections - 35 USC § 102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102(e) 
that form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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3. Claim 1-26 and 28-29 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Mahalingham et al., U.S. Patent No. 6,496,858 (referred to hereafter as 
Mahalingham). 

Mahalingham teaches the invention as claimed including a system and method 
for reconfiguring a network interface device and connecting the device to an external 
network (see abstract). 

As to claim 1, Mahalingham teaches a machine readable-medium having stored 
thereon sequences of instructions which when executed by a processor cause the 
processor to perform the acts of: 

disabling access to at least a first section of code in a network driver 
interface, wherein the network driver interface provides for communication between one 
or more media access control units and one or more protocol drivers in a computer 
system according to a set of bindings (see col. 5 lines 45-col. 6 lines 10, the NIC is 
disabled); 

patching the first section of code to cause the insertion of rerouting driver 
into the one or more communication paths provided by the set of bindings (see col. 7 
lines 55-col. 8 lines 20, the patching of the bindings is performed and the packets are 
rerouted according to the new set of bindings); and 

re-enabling access to the patched first section of code (see col. 8 lines 20- 
55, the NIC driver is re-enabled to service binding requests). 

As to claim 11, Mahalingham teaches a computer implemented method 
comprising: 
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transmitting from a remote host to a first target computer on a network an 
installation application and a rerouting driver (see col. 5 lines 45-coL 6 lines 10); 

transmitting from the remote host to the first target computer a command 
to cause the first target computer to execute the installation application (see col. 8 lines 
5-30); 

the first target computer, responsive to receipt of the command, executing 
the installation application, wherein the first target computer includes a network driver 
interface that provides for communication between one or more media access control 
units and one or more protocol drivers according to a set of bindings (see col. 7 lines 
55-col. 8 lines 55); and 

the first target computer responsive to executing the installation 
application causing the modification of the network driver interface to insert the rerouting 
driver into the one or more communication paths provided by the set of bindings without 
restarting the first target computer (see col. 7 lines 55-col. 8 lines 45). 

As to claim 18, Mahalingham teaches a computer system comprising: 

a protocol driver (see col. 5 lines 40-47); 

a media access control unit (see col. 2 lines 8-22); 

a network driver interface to store a first binding defining a communication 
path between the protocol driver and the media access control unit, the network driver 
interface coupled to communicate packets with the media access control unit, the 
network driver interface patched to communicate the packets with a rerouting driver 
(see col. 8 lines 15-45); and 
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the rerouting driver being cxDupled to communicate the packets with the 
protocol driver (see col. 8 lines 15-45). 

As to claim 23, Mahalingham teaches a rerouting driver for remotely installing 
network drivers and software without restarting the computer system following 
installation, the computer system having an operating system in which a network driver 
interface provides communication of information between at least one media access 
control unit and at least one protocol driver on the computer system, the rerouting driver 
comprising: 

control code, for controlling the rerouting driver (see col. 5 lines 4-47); 

binding code, for establishing at least one binding at the network driver 
interface so that the rerouting driver is bound to at least one media access control unit 
(see col. 2 lines 5-15); 

patching code, for inserting template jumps into at least a first section of 
code in the network driver interface, the template jumps providing jumps to templates in 
the rerouting driver so that information from at least one media access control unit 
destined for at least one protocol driver is rerouted to the rerouting driver (see col. 6 
lines 55-col. 7 lines 20, the patching of the bindings is performed and the packets are 
rerouted according to the new set of bindings); 

at least one template, for receiving information from at least one template 
jump in the network driver interface (see col. 7 lines 55-coL 8 lines 20, the patching of 
the bindings is performed and the packets are rerouted according to the new set of 
bindings); 
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inserted code, for evaluating rerouted information received by the template 
jumps (see col. 7 lines 55-coL 8 lines 20, the patching of the bindings is performed and 
the packets are rerouted according to the new set of bindings). 

As to claim 26, Mahalingham teaches a method for disabling and re-enabling 
access to code in a multiprocessor system having a shared memory and a network 
driver interface comprising: 

selecting a first section of code in a first central processing unit that is to 
be modified (see col. 5 lines 25-40 and col. 6 lines 1-5, the processor being any of the 
gateway interface device); 

writing the first section of code into the cache memory of the first central 
processing unit (see col. 5 lines 25-40); 

overwriting a portion of the first section of code in cache memory with 
blocking code to create a first version of code (see col. 5 lines 25-40); 

writing the first version of code into shared memory (see col. 5 lines 25-40, 
shared memory being any of the gateway interface device); 

modifying the first version of code in the cache memory to create a second 
version of code, wherein a portion of the code following the blocking code is overwritten 
with template jumps to effect a static patch of the network driver interface (see col. 5 
lines 25-40); 

writing the second version of code into shared memory (see col. 5 lines 

25-40); 
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modifying the second version of code in the cache memory with code to 
create a third version of code, wherein the blocking code is overwritten to remove the 
blocking code (see col. 7 lines 55-col. 8 lines 20, the patching of the bindings is 
performed and the packets are rerouted according to the new set of bindings); and 

writing the third version of code into shared memory (see col. 7 lines 40- 
col. 8 lines 47). 

As to claim 28, Mahalingham teaches a machine readable medium having stored 
therein instructions which when executed cause a set of one or more processors to 
perform the following: 

disabling access to a first section of code, the first section of code to be 
executed when to provide a communication path between a media access control unit 
and an application the first section of code including a generic call (see col. 5 lines 45- 
col. 6 lines 10, the NIC is disabled); and 

overwriting the first section of code with a second section of code whose 
execution causes execution flow to be rerouted to a third section of code in a rerouting 
driver, the second section of code being larger than the first section of code, the third 
section of code when executed completing the communication path and returning 
execution flow, the third section of code including additional code not present in the first 
section of code that is now inserted into the communication path (see col. 7 lines 55-col. 
8 lines 20, the patching of the bindings is performed and the packets are rerouted 
according to the new set of bindings). 



Application/Control Number: 09/456,894 Page 8 

Art Unit: 2157 

As to claims 2, 12 and 19, Mahalingliam teaches the machine readable-medium, 
method and system of claims 1,11 and 19 respectively wherein the patching is static 
patching (see col. 8 lines 6-30). 

As to claims 3 and 13, Mahalingham teaches the machine readable-medium and 
method of claims 2 and 12 respectively wherein the static patching includes inserting a 
template jump from the network driver interface to a template in the rerouting driver (see 
col. 8 lines 40-53). 

As to claims 4 and 14, Mahalingham teaches the machine readable-medium and 
method of claims 3 and 1 3 respectively wherein the template jumps are inserted in the 
network driver interface so that a CALL instruction to the protocol driver is replaced with 
a JUMP to the template in the rerouting driver, the template containing the CALL 
instruction (see col. 8 lines 40-53). 

As to claim 5, Mahalingham teaches the machine readable-medium of claim 2 
wherein the patching the first section of code creates at least one new binding between 
the network driver interface and the rerouting driver (see col. 8 lines 20-53). 

As to claim 6, Mahalingham teaches the machine readable-medium of claim 5 
wherein the at least one new binding provides for communication between one or more 
media access control units and a capturing unit in the rerouting driver (see col. 8 lines 
40-53). 

As to claim 7, Mahalingham teaches the machine readable-medium of claim 6 
wherein the capturing unit is used to intercept communications over the at least one 
new binding (see col. 4 lines 49-65 and col. 5 lines 41-47). 
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As to claims 8, 15 and 20, Mahalingham teaches the machine readable-medium, 
method and system of claims 1,11 and 18 respectively wherein the patching is dynamic 
patching (see col. 7 lines 55-col. 8 lines 50). 

As to claims 9 and 16, Mahalingham teaches the machine readable-medium and 
method of claims 8 and 15 respectively wherein the dynamic patching includes 
establishing a new binding between at least one media access control unit and dynamic 
patching code in the rerouting driver and inserting a template jump in the network driver 
interface to a template in the rerouting driver (see coL 7 lines 55-col. 8 lines 50). 

As to claims 10 and 17, Mahalingham teaches the machine readable-medium 
and method of claims 9 and 16 respectively wherein the template jumps are inserted in 
the network driver interface so that a CALL instruction to the protocol driver is replaced 
with a JUMP to the template in the rerouting driver, the template containing the CALL 
instruction (see col. 7 lines 55-col. 8 lines 50). 

As to claim 21 , Mahalingham teaches the computer system of claim 18 wherein 
the rerouting driver further comprising a capture unit to store in a buffer one or more of 
the packets for evaluation (see col. 8 lines 6-30). 

As to claim 22, Mahalingham teaches the computer system of claim 18 wherein 
the network interface to also store a second binding defining a communication path 
between the rerouting driver and the media access control unit and the capture unit to 
store in the buffer the packets destined for the rerouting driver (see col. 8 lines 15-50). 

As to claim 24, Mahalingham teaches the rerouting driver of claim 23 wherein the 
control code identifies a starting memory address of the network driver interface 
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instruction code and disables access to the first section of code and further wherein the 
patching code following the disabling access operates to overwrite the first section of 
code and additional pre-determined memory addresses so the all the pre-determined 
memory addresses are patched (see col. 5 lines 45-col. 6 lines 10, the NIC is disabled). 

As to claim 25, Mahalingham teaches the rerouting driver of claim 23 wherein the 
patching code responsive to receipt of information being sent from the network driver 
interface determines the instruction code address that sent the information and 
overwrites the first section of code at that address so that memory addresses are 
incrementally patched as information is received from the network driver interface (see 
col. 7 lines 55-col. 8 lines 20). 

As to claim 29, Mahalingham teaches the machine-readable medium of claim 28 
wherein the second section of code contains a template jump to a template in the third 
section code (see col. 8 lines 40-53). 

4. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Hussein A. El-chanti whose telephone number is 
(571 )272-3999. The examiner can normally be reached on Mon-Fri 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on (571)272-4001. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
Hussein El-chanti 
April 15, 2005 




